
Data Privacy Policy of Titt 4 Tat 

This application collects personal data from its users. This document may be printed from the browser 
using the “print” command for record keeping purposes.  

Service provider and controller: Titt4tat (T4T) - Email address of the service provider: info@titt4tat.com 

Type of data collected 

Personal data processed by this application or by a third-party, includes: cookie; usage data; different 
data types; unique device identifiers for advertisements (Google advertising ID or IDFA, for instance); 
permission to access memory; geographical location. Complete details of each type of personal data 
processed will be provided in the sections meant for these in this data privacy policy or will be 
displayed as info texts specific to a particular type, each time, before collecting data. It is up to the 
user to provide personal data but when it comes to usage data, it is collected automatically when this 
application is used. Unless specified otherwise, it is mandatory to provide all the data requested 
through this application. If the user denies to provide data, the user may not be able to access 
services provided by the application. In cases where the application has explicitly marked personal 
data as not mandatory, it is up to the user to decide whether or not to provide this data. Not providing it 
will have no impact on the availability of services or being able to use them. If the users do not have 
clarity as to which personal data is mandatory, they can contact the service provider. Any use of 
cookies – or other tracking tools – by this application or third-party service providers, who have been 
commissioned for this application, is intended to provide the service requested by the user, and for all 
other purposes mentioned in this document and in the cookie guidelines, if available. The users are 
responsible for all personal data of third parties, which is collected, published or shared through this 
application. They also confirm that they have obtained approval to share personal data of third parties 
on application.  

Type and place of data processing  

Methods of data processing  

The service provider processes user data in a proper way and takes appropriate measures to prevent 
unauthorised access and unauthorised forwarding, modification or destruction of data. Data is 
processed using a computer or using IT based systems following organisational processes and 
procedures, which are adjusted to be suitable specifically for the given purpose. In addition to the 
controller, other persons may also operate this application internally (personnel management, sales, 
marketing, legal, system administrators) or externally —and in this case as far as necessary, those 
listed as data processors (such as technical service providers, delivery companies, hosting providers, 
IT companies or communication agencies) by the controller— and thus have access to data. A latest 
list of these parties can be obtained from the service provider any time.  

Legal bases for processing  

The service provider may process personal data of users only when one of the following points apply:  

• the users have given a consent for one or more specific purposes. Note: As per provisions in some 
legislations, it may be possible for the service provider to process personal data, unless a user objects 
to such a processing (“Opt-out”), without having to depend on a consent or one of the other following 
legal bases. However, this does not apply when processing of personal data is subject to the 
European data protection law;  

• data collection is necessary for execution of a contract with the user and/or for pre-contractual 
measures arising from it; 

 • data processing is necessary for compliance with a legal obligation, to which the service provider is 
liable;  

• data processing is related to a task that is being carried out in the public interest or in the exercise of 
public powers conferred upon the service provider;  



• data processing is necessary to safeguard the legitimate interests of the service provider or a third-
party. In any case, the service provider would gladly provide information about the correct legal bases, 
on which the data processing is based. They would provide information especially about whether 
providing personal data is a legal or contractual obligation or a pre-requisite for entering into a 
contract. 

 

Place  

Data is processed at the establishment of the service provider and at all other places where the parties 
involved in data processing are located. Depending on the location of the user, data transfers may 
also entail transfer of user data to a country other than their own country. In order to know more about 
the place of processing transferred data, users may refer to the section with detailed information on 
processing personal data. The users are also entitled to get a clarification on the legal bases for data 
transfer to a country outside the European Union or to an international organisation, which is governed 
by international law or has been established by two or more countries, such as the UNO. The user 
also has the right to seek clarification about the security measures taken by the service provider to 
protect their data. If such a transfer takes place, the user can obtain more information about the same 
by checking the relevant sections of this document or by getting in touch with the service provider by 
means of the details provided in the contact section. Retention period – personal data is processed 
and stored for a period which is necessary for the purpose of data collection. Therefore, the following 
will apply: 

 • Personal data that has been collected for execution of a contract entered into between the service 
provider and the user, is saved till the contract is fully executed.  

• Personal data collected to safeguard the legitimate interest of the service provider is stored for a 
period required to fulfil this purpose. Users can obtain information about the legitimate interest of the 
service provider by referring to the relevant sections of this document or by contacting the service 
provider. Apart from that, the service provider is also entitled to save personal data for a longer period, 
if the user has consented to such a processing, and as long as the consent has not been revoked. In 
addition to that, the service provider may also be entitled to store personal data for a longer period, if 
this is necessary for fulfilling a legal obligation or if required by a competent authority. After the 
retention period has expired, personal data is deleted. Therefore, the right to information, right to 
deletion, right to correction, and right to portability of data may be revoked after the retention period 
has expired. 

Purpose of processing data  

Personal data of the user is collected so that the service provider can provide services and 
furthermore fulfil their legal obligations, respond to enforcement claims, protect their rights and 
interests (or those of the user or a third-party), uncover fraudulent or malicious activities. Apart from 
that, data is collected with the following purposes: access to profiles with third-party service providers, 
analytics, contacting the user, handling payments, interaction with external social networks and 
platforms, hosting and backend infrastructure, data transfer outside the EU, device permission for 
accessing personal data, displaying content of external platforms, monitoring the infrastructure, login 
and authentication, location based interactions, and managing contacts and sending messages. Users 
can find more detailed information on the purpose of processing data and specifics of the personal 
data used for the particular purpose in a section of this document called “detailed information on 
processing personal data”.  

Facebook permissions required for this application  

This application may ask for specific Facebook permissions, in order to perform actions on the 
Facebook account of the user and to obtain information including personal data from them. Using this 
service, this application connects with the user profile on the social networking platform – Facebook, 
offered by Facebook Inc. More information about following permissions can be found in the 
documentation about Facebook permissions as well as in Facebook data privacy policy. 
Following permissions are requested: General information and email.  



Device permission for accessing personal data 

Depending on the devices used by the user, the application may request specific permissions, which 
will let the application access device data of the user, as described below. As per standard practice, 
these access permissions must be granted by the user. Only after these have been granted will the 
application have access to relevant information. A permission granted by the user can be revoked by 
them any time. In order to revoke these permissions, the users can go back and check the device 
settings or contact the support team using the contact details of the owner specified in this document. 
The exact process to check app permissions might vary based on the type of device and the software 
the user has. Please note that revoking these permissions may impact proper functioning of the 
application. When the user grants one of the following permissions, the application may process the 
corresponding personal data (i.e. the application may access this data, may modify it or delete it).  

Permission to access memory 

 Is used to access the common external memory, with functions such as reading it and adding objects.  

Detailed information on processing personal data  

Personal data is collected for following purposes while using following services:  

Analytics  

Using the services listed in this section, the service provider can monitor movement of data and 
analyse as well as track the user behaviour.  

Google Analytics (Google Inc.) 

 Google Analytics is a web analysis service of Google Inc. (“Google”). Google uses collected data, in 
order to track and analyse how the application is being used, to draft reports about its activities and to 
use them together with other Google services. Google may use the data collected to contextualise and 
personalise the ads from its own advertising network. Personal data processed: cookie; usage data. 
Place of processing: United States – data privacy policy – Opt Out.  

Google Analytics for Firebase (Google LLC)  

Google Analytics for Firebase or Firebase Analytics is an analytics service of Google LLC. More 
information on use of data for Google can be found in the partner guidelines of Google. Firebase 
Analytics can use data together with data from other tools provided by Firebase such as crash 
reporting, authentication, remote config or notifications. The user may check this data privacy policy 
for a detailed description of the other tools used by the owner. This application uses identifiers for 
mobile devices and technologies analogous to the cookie technology to perform Google Analytics for 
Firebase service. Users may deactivate specific Firebase functions by changing corresponding mobile 
device settings, for instance by changing the advertising settings for mobile devices, or by following 
guidelines related to Firebase given in other sections of this data privacy policy, if required. Personal 
data processed: cookie; unique device identifiers for advertisements (Google advertising ID or IDFA, 
for instance); usage data. Place of processing: United States – data privacy policy. 

Login and authentication 

 By logging in or on authentication, the users authorise this application to identify them and grant them 
access to specific services. Depending on what has been mentioned below, third-party service 
providers can offer login and authentication services. In this case, the application will be able to 
access some of the data stored by these third-party service providers for login and identification 
purposes.  

Facebook Authentication (Facebook, Inc.)  

Facebook Authentication is a login and authentication service offered by Facebook, Inc., which is 
linked to the social networking portal – Facebook. Personal data processed: different data types, as 
mentioned in the data privacy policy of this service. Place of processing: United States – data privacy 
policy.  



Google OAuth (Google Inc.)  

Google OAuth is a login and authentication service offered by Google Inc., which is linked to the 
Google network. Personal data processed: different data types, as mentioned in the data privacy 
policy of this service. Place of processing: United States – data privacy policy 

Displaying content of external platforms  

Using this type of services, users can directly view content hosted on external platforms using this 
application and interact with them. If such a service is installed, it may perhaps collect data from the 
data traffic on the sites, where it is installed, even when the user is not using the service.  

Google Maps widget (Google Inc.)  

Google Maps is a map visualisation service managed by Google Inc. that allows this application to 
integrate such contents within its pages. Personal data processed: cookie; usage data. Place of 
processing: United States – data privacy policy.  

YouTube Video widget (Google Inc.) 

 YouTube is a video content viewing service offered by Google Inc. that allows this application to 
integrate such contents within its pages. Personal data processed: cookie; usage data. Place of 
processing: United States – data privacy policy.  

 

Google Calendar widget (Google Inc.)  

Google Calendar Widget is a service offered by Google LLC for providing calendar data that allows 
this application to integrate such contents within its pages. Personal data processed: cookie; usage 
data. Place of processing: United States – data privacy policy.  

 

Vimeo Video (Vimeo, LLC)  

Vimeo is a video content viewing service offered by Vimeo, LLC that allows this application to integrate 
such contents within its pages. Personal data processed: cookie; usage data. Place of processing: 
United States – data privacy policy. 

Data transfer outside the EU  

The service provider is allowed to transfer personal data collected within the EU to other countries (i.e. 
countries that are not part of the EU) only pursuant to a specific legal basis. Any such data transfer is 
based on one of the legal bases described below. Users can inquire with the owner to learn which 
legal basis applies to which specific service. 

 Data transfer from the EU and/or Switzerland to the U.S. pursuant to Privacy Shield (this 
application)  

If this is the legal basis, the transfer of personal data from the EU or Switzerland to the U.S. is carried 
out according to the EU-U.S. and Swiss-U.S. Privacy Shield. In particular, personal data is transferred 
to services that self-certify under the Privacy Shield framework and therefore guarantee an adequate 
level of protection of the data transferred. All such third-party services are listed under the relevant 
sections of this document. All the services that fall under Privacy Shield can be singled out by 
checking their respective privacy policy and possibly also by checking the official Privacy Shield list.  
Privacy Shield also guarantees specific rights to users, which can be found in their latest version on 
the website of the U.S. Department of Commerce. If there is a valid legal basis, personal data may be 
transferred from the EU or Switzerland to the U.S. only to recipients that are not, or not any more, part 
of Privacy Shield. Users can contact the service provider to learn more about such legal grounds. 
Personal data processed: different data types. 

  



Data transfer to countries that guarantee European standards (this application)  

If this is the legal basis, transfer of personal data from the EU to third countries is carried out as per an 
adequacy decision of the European Commission. The European Commission passes adequacy 
decisions for specific countries whenever it considers those countries to guarantee data protection 
standards comparable to those laid down by EU data protection legislation. Users can find an updated 
list of all adequacy decisions on the European Commission's website. Personal data processed: 
different data types.  

Device permission for accessing personal data  

This application requests certain permissions from users that allow it to access the user's device data 
as described below. Device permission for accessing personal data (this application). 
 
This application requests certain permissions from users that allow it to access the user's device data 
as described in this document. Personal data processed: Permission to access memory.  

Hosting and backend infrastructure  

These kinds of services serve the purpose of hosting data and files for managing and using this 
application. Apart from that, the services offered can also provide a ready-made infrastructure, which 
handles specific functions or entire components for this application. Some of these services work with  
geographically dispersed servers, which makes it difficult to determine the location where personal 
data has been saved.  

Firebase Cloud Functions (Google LLC)  

Firebase Cloud Functions is a web hosting and backend service provided by Google LLC. Personal 
data processed: usage data; different data types, as mentioned in the data privacy policy of this 
service. Place of processing: United States – data privacy policy.  

Firebase Cloud Firestore (Google LLC)  

Firebase Cloud Firestore is a web hosting and backend service provided by Google LLC. Personal 
data processed: usage data; different data types, as mentioned in the data privacy policy of this 
service. Place of processing: United States – data privacy policy.  

Firebase Realtime Database (Google LLC)  

Firebase Realtime Database is a web hosting and backend service provided by Google LLC. Personal 
data processed: usage data; different data types, as mentioned in the data privacy policy of this 
service. Place of processing: United States – data privacy policy.  

Firebase Cloud Storage (Google LLC)  

Firebase Cloud Storage is a web hosting service provided by Google LLC. Personal data processed: 
usage data; different data types, as mentioned in the data privacy policy of this service. Place of 
processing: United States – data privacy policy.  

Interoute (Interoute Communications Limited.)  

Interoute is a web hosting service provided by Interoute Communications Limited. Personal data 
processed: different data types, as mentioned in the data privacy policy of this service. Place of 
processing: United Kingdom – data privacy policy. 

Interaction with external social networks and platforms  

These types of services facilitate the interaction with social networks or other external platforms 
directly through this application. The interaction as well as the information collected through this 
application are always subject to the privacy settings configured by the users for the corresponding 
social network. This type of service can collect web traffic data for the sites where it is installed, even 
when the user is not using the service. It is recommended to disable relevant services in order to make 
sure that data processed by this application is not linked to the profile of the user again.  



Buttons and widgets for PayPal (Paypal)  

Buttons and widgets for PayPal are the services for interacting with the PayPal network managed by 
PayPal Inc. Personal data processed: cookie; usage data. Place of processing: see PayPal data 
privacy policy – data privacy policy.  

Contacting the user, contact form (this application)  

By filling out the contact form with their data, users authorise this application to use these details to 
reply to requests for information, offers or any other kind of request as indicated by the form’s header. 
Personal data processed: different data types.  

Location-based interactions  

Intermittent geolocalisation (this application)  

This application may collect, use, and share user location data in order to provide location-based 
services. Most browsers and devices are configured in such a way that this feature is deactivated as 
default setting. If explicit permission has been provided, the user’s location data may be accessed by 
this application. The geographic location of the user is determined in a manner that isn't continuous. 
The application only determines the location either when requested explicitly by the user or when the 
user does not enter it in the field meant for it and allows the application to determine the location 
automatically. Personal data processed: geographical location.  

Handling payments  

Using payment services, this application can accept payments though credit card, bank transfer or 
other methods. In order to ensure highest level of security, the application only forwards information 
that is necessary for completing the transaction to the financial intermediaries processing it. Some of 
these services may also include sending of scheduled messages to users, such as emails with bills or 
notifications regarding payment. 

 PayPal (Paypal) 

 PayPal is a payment service provided by PayPal Inc., which offers an online payment platform to the 
users. Personal data processed: different data types, as mentioned in the data privacy policy of this 
service. Place of processing: see PayPal data privacy policy – data privacy policy. 

Managing contacts and sending messages  

This type of service makes it possible to manage a database of email contacts, phone contacts or any 
other contact information to communicate with the user. These services may also collect data 
concerning the date and time when the message was read by the user, as well as when the user 
interacted with it, for instance by clicking on links included in the message.  

Firebase Cloud Messaging (Google Inc.)  

Firebase Cloud Messaging is a service provided by Google Inc. for sending messages. Firebase 
Cloud Messaging makes it possible for the owner to send messages and notifications to the user using 
platforms such as Android, iOS and web. Messages can be sent to individual devices, chat groups  
regarding specific topics or to specific user segments. Personal data processed: different data types, 
as mentioned in the data privacy policy of this service. Place of processing: United States – data 
privacy policy.  

Access to profiles with third-party service providers  

This application exports profile information from your profiles with third-party providers and turns them 
into actions using this type of service. These services are not activated automatically. Explicit 
permission by the user is required.  

 

 



Access to the Facebook profile (Facebook, Inc.)  

Using this service, the application connects with the user profile on the social networking platform – 
Facebook, offered by Facebook, Inc. Permissions requested: email. Place of processing: United 
States – data privacy policy.  

Infrastructure monitoring  

This type of service allows this application to monitor the use and behaviour of its components so as to 
improve performance, operation, maintenance and troubleshooting. The personal data that is 
processed depends on the characteristics and mode of implementation of these services, whose 
function is to filter the activities of this application.  

Sentry (Functional Software, Inc. )  

Sentry is an application monitoring service provided by Functional Software, Inc. Personal data 
processed: different data types, as mentioned in the data privacy policy of this service. Place of 
processing: United States – data privacy policy.  

 

More information on personal data  

Push-notifications  

This application can send push-notifications to users.  

Unique device identifiers  

This application may track users for analytical purposes or for saving the settings made by the user by 
saving the unique identifier of the respective device. 

 Selling goods and services online  

Personal data collected is used to provide services to users or sell goods to them. This data also 
includes payments and possible delivery. The personal data collected for payment may include credit 
card details, the bank account used for making the transfer or any other means of payment envisaged. 
The type of data collected by the application depends on the payment method used. 

The rights of users  

Users may exercise certain rights regarding their data processed by the service provider. In particular, 
users have the right to do the following:  

• Withdraw their consent at any time. Users have the right to withdraw their consent, given previously, 
to process their personal data. 

 • Object to processing of their data. Users have the right to object to the processing of their data if the 
processing is carried out on a legal basis other than that for which consent is provided. Further details 
are provided in a separate section below. • Get information related to their data. Users have the right 
to learn if data is being processed by the service provider, obtain disclosure regarding certain aspects 
of the processing and obtain a copy of the data being processed.  

• Verify and seek rectification. Users have the right to verify the accuracy of their data and ask for it to 
be updated or corrected.  

• Restrict the processing of their data. Users have the right, under certain circumstances, to restrict the 
processing of their data.  In this case, the service provider will not process their data for any purpose 
other than storing it.  

• Have their personal data deleted or else removed. Users have the right, under certain 
circumstances, to ask the service provider to delete their data. 

• Receive their data and have it transferred to another controller. Users have the right to receive their 
data in a structured, commonly used and machine-readable format and, if technically feasible, to have 



it transmitted to another controller without any hindrance. This provision is applicable provided that the 
data is processed by automated means and that the processing is based on the user's consent, on a 
contract which the user is part of or on pre-contractual obligations thereof.  

• Lodge a complaint. Users have the right to file a complaint with the competent data protection 
authority. 

Details about the right to object to processing  

In cases where personal data is processed for public interest, while exercising an official authority 
vested in the service provider or for the purposes of the legitimate interests pursued by the service 
provider, the user may object to such processing by providing a reason related to their particular 
situation to justify the objection. Users will be informed that they can object to processing of their 
personal data for direct marketing purposes at any time without providing any justification. To know 
whether the service provider is processing personal data for direct marketing purposes, users may 
refer to the relevant sections of this document.  

How to exercise these rights  

Any requests to exercise user rights can be directed to the service provider using the contact details 
provided in this document. These requests can be exercised free of charge and will be addressed by 
the service provider as early as possible but latest within a month’s time.  

Cookie policy  

This application uses trackers. More information is available in the cookie policy. 

 

Additional information about data collection and processing  

Legal action  

User's personal data may be used for legal purposes by the service provider in court or while 
preparing for legal proceedings arising from improper use of this application or related services. The 
user declares that they are aware of the fact that the service provider may be required to reveal 
personal data upon request of public authorities.  

Additional information about user's personal data  

In addition to the information contained in this privacy policy, this application may provide the user with 
additional contextual information concerning particular services or the collection and processing of 
personal data, upon request.  

System logs and maintenance  

For operation and maintenance purposes, this application and any third-party services may collect files 
that record interaction done using this application (system logs) or use other personal data (such as 
the IP Address) for this purpose.  

Information not included in this policy  

More details concerning the collection or processing of personal data may be requested from the 
service provider at any time using the given contact details.  

How “Do Not Track” requests are handled  

This application does not support “Do Not Track” requests on the web browser. To determine whether 
any of the third-party services it uses honour the “Do Not Track” protocol, the user may read their 
respective data privacy policies.  

Changes to this data privacy policy  

The service provider reserves the right to make changes to this data privacy policy at any time by 
notifying its users on this page and possibly in this application and/or - as far as technically and legally 



feasible - by sending a notice to users using contact information available with the service provider. It 
is strongly recommended to check this page often, and check the date of the last modification 
specified at the bottom. Should the changes affect data usage based on the user’s consent, the 
service provider will get a consent from the user again, where required. 

 

Definitions and legal information 

Personal data (or data)  

Any information that allows for the identification or identifiability of a natural person directly, indirectly, 
or in connection with other information.  

Usage data  

Information collected automatically through this application (or through third-party services integrated 
in this application), which could include the IP addresses or domain names of the computers used by 
the users of this application, the URI addresses (Uniform Resource Identifier), the time of the request, 
the method utilised to submit the request to the server, the size of the file received in response, the 
numerical code indicating the status of the server's response (successful outcome, error, etc.), the 
country of origin, the features of the browser and the operating system used by the user, various time 
details per visit (e.g., time spent on each page within the application) and the details about the path 
followed within the application with special reference to the sequence of pages visited, and other 
parameters about the operating system of the device and/or the user's IT environment.  

User  

The individual using this application who, unless otherwise specified, coincides with the data subject.  

Data subject  

The natural person to whom the personal data refers.  

Data processor (or data supervisor)  

The natural or legal person, public authority, agency or other body which processes personal data on 
behalf of the controller, as described in this privacy policy.  

Controller (or service provider, partly also owner)  

The natural or legal person, public authority, agency or other body, which, alone or jointly with others, 
determines the purposes and means for processing personal data, including the security measures 
concerning the operation and use of this application. The data controller, unless otherwise specified, is 
the natural or legal person, who is the representative for this application. 

This application  

The hardware and software tool used to collect and process personal data of the user.  

Service  

The service provided by this application as described in the corresponding Terms of Use (if available) 
and on this page/application.  

European Union (or EU)  

Unless otherwise specified, all references to the European Union made within this document include 
all current member states of the European Union and the European Economic Area (EEA).  

Cookie  

Cookies are trackers consisting of small data sets stored in the user's browser.  

 



Tracker  

The term tracker stands for any technology, e.g. cookies, unique identifiers, web beacons, embedded 
scripts, e-tags or fingerprinting, that enables the tracking of users, by accessing or storing information 
on the user’s device for instance. 

Legal notice 

 This privacy policy has been prepared based on provisions of multiple legislations, including Art. 
13/14 of Regulation (EU) 2016/679 (General Data Protection Regulation). This privacy policy relates 
solely to this application, if not stated otherwise within this document. Last updated in/on: March 
2021 

Cookie Policy of Titt4Tat 

This document informs users about the technologies that are used by this application to fulfil the 
purposes described below. Such technologies allow the service provider to access and store 
information (for example by using a cookie) on the user’s device or use data processing capabilities of 
the device when the user opens and closes this application. For the sake of simplicity, all such 
technologies are defined as "trackers" within this document – unless there is a reason to distinguish 
between them. For example, while cookies can be used on both web and mobile browsers, they are 
not considered as browser-based trackers in the context of mobile apps. For this reason, within this 
document, the term cookies is only used where it is specifically meant to indicate that particular type of 
tracker. Some of the purposes for which trackers are used may also require user's consent.  If consent 
is given, it can be freely withdrawn at any time following the instructions given in this document. This 
application uses trackers managed directly by the service provider (referred to as “first-party trackers”) 
and trackers that enable services provided by a third-party (referred to as “third-party trackers”). 
Unless otherwise specified within this document, third-party providers may access the trackers 
managed by them. The validity and expiration periods of cookies and other similar trackers may vary 
depending on the lifetime defined by the service provider or the corresponding third-party provider. 
Some of them expire upon termination of the user’s browsing session. In addition to what is specified 
in the descriptions within each of the categories below, users may find more precise and updated 
information regarding lifetime specification as well as any other relevant information —such as use of 
other trackers— in the linked data privacy policies of the respective third-party providers or by 
contacting the service provider.  

Processes necessary for the operation of this application and delivery of the service  

This application uses so-called “technical” cookies and other similar trackers to carry out processes 
that are necessary for the execution or delivery of the service.  

Other activities involving the use of trackers  

Enhanced user experience  

This application uses trackers for providing users with additional possibilities to manage their 
preferences and with functions to enable interaction with external networks and platforms.  

• Displaying content of external platforms  

Using this type of services, users can directly view content hosted on external platforms using this 
application and interact with them. If such a service is installed, it may perhaps collect data from the 
data traffic on the sites, where it is installed, even when the user is not using the service.  

 

 

Google Maps Widget (Google Inc.)  

Google Maps is a map visualisation service managed by Google Inc. that allows this application to 
integrate such contents within its pages. Personal data processed: cookie and usage data. Place of 
processing: United States – data privacy policy.  



YouTube Video Widget (Google Inc.)  

YouTube is a video content viewing service offered by Google Inc. that allows this application to 
integrate such contents within its pages. Personal data processed: cookie and usage data. 

Place of processing: United States – data privacy policy.  

Google Calendar Widget (Google Inc.)  

Google Calendar Widget is a service offered by Google LLC for providing calendar data that allows 
this application to integrate such contents within its pages. Personal data processed: cookie and 
usage data. Place of processing: United States – data privacy policy.  

Vimeo Video (Vimeo, LLC)  

Vimeo is a video content viewing service offered by Vimeo, LLC that allows this application to integrate 
such contents within its pages. Personal data processed: cookie and usage data. Place of processing: 
United States – data privacy policy.  

• Interaction with external social networks and platforms  

These types of services facilitate the interaction with social networks or other external platforms 
directly through this application. The interaction as well as the information collected through this 
application are always subject to the privacy settings configured by the users for the corresponding 
social network. This type of service can collect web traffic data for the sites where it is installed, even 
when the user is not using the service. It is recommended to disable relevant services in order to make 
sure that data processed by this application is not linked to the profile of the user again.  

 

 Buttons and widgets for PayPal (Paypal)  

The buttons and widgets for PayPal are the services for interacting with the PayPal network managed 
by PayPal Inc. Personal data processed: cookie and usage data. Place of processing: See PayPal 
data privacy policy – data privacy policy.  

Evaluation  

This application uses trackers to measure online traffic and analyse user behaviour with the goal of 
improving the service. 

 • Analytics  

Using the services listed in this section, the service provider can monitor movement of data and 
analyse as well as track the user behaviour.  

Google Analytics (Google Inc.)  

Google Analytics is a web analysis service of Google Inc. (“Google”). Google uses collected data, in 
order to track and analyse how the application is being used, to draft reports about its activities and to 
use them together with other Google services. Google may use the data collected to contextualise and 
personalise the ads from its own advertising network. Personal data processed: cookie and usage 
data. Place of processing:  United States – data privacy policy – Opt Out.  

 

Google Analytics for Firebase (Google LLC)  

Google Analytics for Firebase or Firebase Analytics is an analytics service of Google LLC. More 
information on use of data for Google can be found in the partner guidelines of Google. 
Firebase Analytics can use data together with data from other tools provided by Firebase such as 
crash reporting, authentication, remote config or notifications. The user may check this data privacy 
policy for a detailed description of the other tools used by the owner. This application uses identifiers 
for mobile devices and technologies analogous to the cookie technology to perform Google Analytics 



for Firebase service. Users may deactivate specific Firebase functions by changing corresponding 
mobile device settings, for instance by changing the advertising settings for mobile devices, or by 
following guidelines related to Firebase given in other sections of this data privacy policy, if required. 
Personal data processed: cookie; unique device identifiers for advertisements (Google advertising ID 
or IDFA, for instance); usage data. Place of processing: United States – data privacy policy.  

How to manage preferences and provide or withdraw consent  

There are various ways to manage tracker related preferences and to provide and withdraw consent: 
Users can manage preferences related to trackers directly through their own device settings, for 
example, by denying the use or storage of trackers completely. Additionally, whenever the use of 
trackers is based on consent, users can provide or withdraw such consent by selecting their 
preferences in the cookie banner or by updating such preferences accordingly through the relevant 
consent-preferences widget, if available. It is also possible to delete previously stored trackers, 
including those used to remember the user’s initial consent using relevant browser or device features. 

Managing tracker settings  

Users can, for example, find information about how to manage cookies in the most commonly used 
browsers at the following addresses:  

• Google Chrome  

• Mozilla Firefox 

 • Apple Safari  

• Microsoft Internet Explorer  

• Microsoft Edge  

• Brave  

• Opera  

Users can also manage certain categories of trackers used in mobile apps through relevant device 
settings, such as the device advertising settings for mobile devices, or tracking settings in general 
(users may open the device settings, search for the relevant commands).  

Advertising industry-specific opt-outs  

Additionally, users are informed that they may follow the instructions provided by YourOnlineChoices 
(EU), Network Advertising Initiative (U.S.) and Digital Advertising Alliance (U.S.), DAAC 
(Canada), DDAI (Japan) or other similar services. Such initiatives allow users to select their tracking 
preferences for almost all the advertising tools. The service provider thus recommends that users 
make use of these resources in addition to the information provided in this document. The Digital 
Advertising Alliance offers an application called AppChoices that helps users control interest-based 
advertising in mobile apps. 

 Service provider and controller  

Titt4tat (T4T)  

Email address of the service provider: info@titt4tat.com. 

Since the use of third-party trackers by this application cannot be fully controlled by the service 
provider, any specific references to third-party trackers are to be considered indicative. In order to 
obtain complete information, users are requested to consult the data privacy policies of the respective 
third-party services listed in this document. Given the objective complexity of tracking technologies, 
users are encouraged to contact the service provider, should they wish to receive any further 
information on the use of such technologies on this application.  

Definitions and legal information  



Personal data (or data)  

Any information that allows for the identification or identifiability of a natural person directly, indirectly, 
or in connection with other information.  

Usage data  

Information collected automatically through this application (or through third-party services integrated 
in this application), which could include the IP addresses or domain names of the computers used by 
the users of this application, the URI addresses (Uniform Resource Identifier), the time of the request, 
the method utilised to submit the request to the server, the size of the file received in response, the 
numerical code indicating the status of the server's response (successful outcome, error, etc.), the 
country of origin, the features of the browser and the operating system used by the user, various time 
details per visit (e.g., time spent on each page within the application) and the details about the path 
followed within the application with special reference to the sequence of pages visited, and other 
parameters about the operating system of the device and/or the user's IT environment.  

User  

The individual using this application who, unless otherwise specified, coincides with the data subject.  

Data subject  

The natural person to whom the personal data refers.  

Data processor (or data supervisor)  

The natural or legal person, public authority, agency or other body which processes personal data on 
behalf of the controller, as described in this privacy policy.  

Controller (or service provider, partly also owner)  

The natural or legal person, public authority, agency or other body, which, alone or jointly with others, 
determines the purposes and means for processing personal data, including the security measures 
concerning the operation and use of this application. The data controller, unless otherwise specified, is 
the natural or legal person, who is the representative for this application. 

This application  

The hardware and software tool used to collect and process personal data of the user.  

Service  

The service provided by this application as described in the corresponding Terms of Use (if available) 
and on this page/application.  

European Union (or EU)  

Unless otherwise specified, all references to the European Union made within this document include 
all current member states of the European Union and the European Economic Area (EEA).  

Cookie  

Cookies are trackers consisting of small data sets stored in the user's browser.  

 

Tracker  

The term tracker stands for any technology, e.g. cookies, unique identifiers, web beacons, embedded 
scripts, e-tags or fingerprinting, that enables the tracking of users, by accessing or storing information 
on the user’s device for instance. 

Legal notice 



This privacy policy has been prepared based on provisions of multiple legislations, including Art. 13/14 
of Regulation (EU) 2016/679 (General Data Protection Regulation). This privacy policy relates solely to 
this application, if not stated otherwise within this document.  

 


